




POST /accounts/xheaders

Updates custom x-header field values available for use with the specified account.

Parameters

apikey — Required. API key of the master account (Only the master account can create sub-accounts)

There are four x-header fields (xheader1, xheader2, xheader3, and xheader4). Each custom x-header field name must begin with X-, and it can contain 
any combination of letters, numbers, dashes or underscores. For instance, X-CampaignID or X-Subscriber_ID.

NOTE: You do not have to specify each of the four x-headers when using this method, but it is highly recommended, so you know which x-header fields 
are specified. Keep in mind that any blank xheader# fields will delete whatever x-header is currently set to that slot.

POST /accounts/delete

Deletes an Email Sub-Account.

Parameters

apikey — Required. API key of the master account (Only the master account can create sub-accounts)
username — Required. Account username to be updated — must be a valid email address, and must be unique amount all other sub-accounts.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":[]}}



    Create and manage Approved Senders using the API.

REST Methods

NOTE: API is case sensitive. Make all parameters entries lower case. All parameters in red are required.

VERB      RESOURCE        PARAMETERS                DESCRIPTION

GET /senders apikey
startindex

Retrieves a list of up to 25 Email Sub-Accounts.

GET /senders

Retrieves a list of approved senders from your master account.

Parameters

apikey — Required. API key of the account with the desired information.

startindex — A starting index of where to begin the list approved senders.
Valid values:
0 = Default Returns first 25 approved senders. Accounts with more than 25 approved senders will only receive the first 25 if no start 
index is entered.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":{"senders":[{"emailaddress":"email1@domain.org"
},{"emailaddress":"email2@domain.org"},…]}}

GET /senders/details apikey
emailaddress

Retrieves a list of details on the specified approved sender.

Retrieves a list of up to 25 Email Sub-Accounts.

GET /senders/status Retrieves the status of an approved sender.

POST /senders apikey
emailaddress
seeding

Create or update an Approved Sender account.

POST /senders/dkim apikey
emailaddress
dkim

Defines an Approved Sender’s DKIM Selector.

POST /senders/delete apikey
emailaddress

Deletes the defined Approved Sender.

apikey
emailaddress



GET /senders/details

Retrieves a list of details on the specified approved sender.

Parameters

apikey — Required. API key of the account with the desired information.
emailaddress — Required. Approved Sender’s Email Address.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":{"ready":1}}}

POST /senders/status

Retrieves the status of an approved sender. This is most useful when you create a new approved sender and need to know for sure whether it is ready 
to use.

Parameters

apikey — Required. API key of the account with the desired information.
emailaddress — Required. Approved Sender’s Email Address.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":{"ready":1}}}

POST /senders

Create or update an Approved Sender account.

Parameters

apikey — Required. API key of the account with the desired information.
emailaddress— Required. Approved Sender’s Email Address.
seeding — Indicates whether this Approved Email Sender is also approved for seeding. Seeding is used to provide insight into inbox placement. 

See the Email Seeding page for more information.
Valid values:
1 = Approved sender is opted into seeding
0 = Default. Approved sender is not approved for seeding.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":[]}}



POST /senders/dkim

Defines an Approved Sender’s DKIM Selector.

Parameters

apikey — Required. API key of the account with the desired information.
emailaddress — Required. Approved Sender’s Email Address.
dkim — Defines an Approved Sender’s DKIM Selector.

Example Results (JSON)

{
"response":{
"status": 200,
"message": "OK",
"data":
{ "my-identifier._domainkey.mydomain.com": "k=rsa\\; t=y\\;p=MHwwDQYJKoZIhvcNA8593QADawAwaAJhAP3
X49p188SrwGKsiPWU68lIzUJn8hsfEHLHuRU48aliKBuvg3wl3A9dix56h8mdBJOo+4DgRGhg2Egmxy4pevYyNT1t9Lrg8d
9kl2byWhwMo+hBgiGKRUbMUhVpVyDlLQIDAQAB", "_domainkey.mydomain.com": "t=y\\; o=~\\;" }
}
}
}

POST /senders/delete

Deletes an approved sender from the account.

Parameters

apikey — Required. API key of the account with the desired information.
emailaddress — Required. Approved Sender’s Email Address.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":[]}}



    Manage and retrieve the status of your Recipients using the API.

REST Methods

NOTE: API is case sensitive. Make all parameters entries lower case. All parameters in red are required.

VERB      RESOURCE        PARAMETERS                DESCRIPTION

GET /recipient/status apikey
emailaddress

Retrieves the status of the specified recipients.

GET /recipient/status

Retrieves the status of the specified recipients. Valid values are active, meaning the recipient may be sent email, or inactive, meaning they have either 
bounced email or submitted a spam complaint.

Parameters

apikey — Required. API key of the account with the desired information.

emailaddress — Required. Recipients email address.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":{"recipients:"[{"emailaddress":"email1@example.
net","status":"inactive"},{"emailaddress":"email2@example.com","status",:"active"},{"emailaddre
ss":"zoom3@example.com","status":"inactive"},…]}}

{"response":{"status":200,"message":"OK","data":{"recipients:"[{"emailaddress":"email1@examplen
et","status":"active","suppressionstatus":"unsuppressed"},{"emailaddress":"bademail@nonexistent
.com","status":"inactive","suppressionstatus":"pending removal"},{"emailaddress":"noonehere@non
existent.com","status":"inactive","suppressionstatus":"suppressed"}]}}}

POST /recipient/activate

Updates the status of the specified recipient(s) to active which, in turn, allows them to receive email.

Parameters

apikey — Required. API key of the account with the desired information.

emailaddress — Required. Recipients email address.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":[]}}

POST /recipient/activate apikey
emailaddress

Updates the status of the specified recipient(s) to active 
which, in turn, allows them to receive email.



    Send email using the API.

REST Methods

NOTE: API is case sensitive. Make all parameters entries lower case. All parameters in red are required.

VERB      RESOURCE        PARAMETERS                DESCRIPTION

POST /send apikey
from
to
subject
replyto
cc
bcc
sender
messageid
inreplyto
references
comments
keywords
replyby
importance
priority
sensitivity
resent-date
resent-from
resent-sender
resent-replyto
resent-messageid
bodytext
bodyhtml
xheaders

Sends email.

 
POST /send

Sending Email using the API requires specific syntax for the REST API.

Parameters

apikey — Required. API key of the account which will send the message.

emailaddress — Required. Sender email address — This can either be an email address or a properly formatted from header (example: “From
Name” <example@email.com>)

to — Required. Address(es) the email will be sent to — This can either be an email address or a properly formatted from header (example: “To 
Name” <example@email.com>). For multiple addresses, specify a query string array like so: 
to[]=first@recipient.com&to[]=second@recipient.com&to[]=etc… Brackets are not required for a single recipient. Example: 
to=only@recipient.com. The to field in the email will contain all the addresses when it is sent out and will be sent to all the addresses.

subject — Required. The subject of the email being sent.

replyto — The email address for the recipient to reply to. If left blank, defaults to the from address. The format can either be an email address 
or a properly formatted from header (example: “From Name” <example@email.com>).



GET /suppressions/count

Returns the total number of email addresses in the suppression list for the specified account, filtered by date range.

Parameters

apikey — Required. API key of the account with desired information.

startdate — Start date/time range in full, ISO 8601 format.

enddate — End date/time range in full, ISO 8601 format.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":{"count":"708"}}}

POST /suppressions

Adds one or more recipients to the user’s suppression list. This has the effect of preventing any email from being sent to the recipient in the future.

Parameters

apikey — Required. API key of the account where suppressed address(es) are to be added.

emailaddress — Required. Email address of recipient to suppress; for multiple addresses, specify a comma-delimited list of email addresses.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":[]}}

POST /suppressions/activate

Removes one or more recipients from the user’s suppression list. This will allow you to send email to the recipient’s email address again.

Parameters

apikey — Required. API key of the account where suppressed address(es) are to be added.

emailaddress — Required. Email address of recipient to suppress; for multiple addresses, specify a comma-delimited list of email addresses.

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":[]}}



    Retrieve metrics from your TotalSend accounts using the API.

REST Methods

NOTE: API is case sensitive. Make all parameters entries lower case. All parameters in red are required.

VERB      RESOURCE        PARAMETERS                DESCRIPTION

GET /reports/clicks apikey
starttime
endtime
sender
emailaddress
startindex
[X-HeaderName]
clicklink
[X-Header(s)]
date

Returns a list of links clicked for the specified account within a 
specified date range. Including a date range is recommended.

GET /reports/clicks/unique apikey
starttime
endtime
sender
emailaddress
startindex
[X-HeaderName]
clicklink
[X-Header(s)]
date

Returns a list of unique links clicked for the specified account 
within a specified date range. Including a date range is 
recommended.

GET apikey
starttime
endtime
sender
emailaddress
domain
[X-HeaderName]

Returns total number of links clicked for the specified account 
within a specified date range. Including a date range is 
recommended.

/reports/clicks/count 

GET /reports/clicks/count/unique apikey
starttime
endtime
sender
emailaddress
domain
[X-HeaderName]

Returns total number of unique links clicked for the specified 
account within a specified date range.

GET apikey
sender
domain
emailaddress
domain
[X-HeaderName]
startindex
stage
ip
date

Returns a list of all email opens for the specified account 
within a specified date range.

/reports/opens



VERB      RESOURCE        PARAMETERS                DESCRIPTION

GET /reports/opens/unique apikey
starttime
endtime
count
sender
domain
emailaddress
[X-HeaderName]
startindex
date

Returns a list of unique email opens for the specified account 
for the specified date range.

GET /reports/opens/count apikey
starttime
endtime
sender
emailaddress
startindex
[X-HeaderName]

Returns total number of opens for the specified account 
within the specified date range.

GET apikey
starttime
endtime
sender
emailaddress
[X-HeaderName]

Returns total number of unique opens for the specified 
account within the specified date range.

/reports/opens/count/unique

GET /reports/issues apikey
starttime
endtime
startindex

Returns a list of issues for the specified account within the 
specified date range.

GET Returns total number of issues concerning the specified 
account within a specified date range.

/reports/issues/count apikey
starttime
endtime

GET /reports/complaints apikey
starttime
endtime
sender
[X-Header(s)]
startindex

Returns a list of SPAM complaints received for the specified 
account within a specified date range, optionally filtered by 
sender. Including a date range is recommended.

GET apikey
starttime
endtime

Returns total number of SPAM complaints that the specified 
account received within the specified date range, optionally 
filtered by sender. Including a date range is recommended.

/reports/complaints/count

GET /reports/bounces apikey
starttime
endtime
sender
emailaddress
startindex
noheaders
[X-Header Name]
bouncetype

Returns a list of all email bounces received for the specified 
account and date range, optionally filtered by sender.



VERB      RESOURCE        PARAMETERS                DESCRIPTION

GET /reports/delivered apikey
starttime
endtime
sender
[X-Header Name]

Returns total number of emails sent through the specified 
account that were successfully delivered within the specified 
date range, optionally filtered by sender. Including a date 
range is recommended.

GET apikey
starttime
endtime
sender
emailaddress
[X-HeaderName]

Returns total number of unique opens for the specified 
account within the specified date range.

/reports/delivered/count

GET /reports/sent apikey
starttime
endtime
sender
[X-Header Name]
startindex

Returns total number of emails sent through the specified 
account that were successfully sent within the specified date 
range, optionally filtered by sender. Including a date range is 
recommended.

GET Returns the total number of emails sent through the specified 
account within the specified date range, optionally filtered by 
sender.

/reports/sent/count apikey
starttime
endtime
sender
[X-Header Name]

GET apikey
starttime
endtime
sender
[X-Header Name]

Returns the total number of email bounces for the specified 
account and date range, optionally filtered by sender.

/reports/bounces/count

GET /reports/clicks

Returns a list of links clicked for the specified account within a specified date range. NOTE: When starttime and endtime values are not provided, 
they default to one month prior and the current date and time. Including a date range is highly recommended.

Parameters

apikey — Required. key of the account with the desired information.

starttime — Required. Start date/time range in full, 

endtime — Required. End date/time range in full, 

sender — Email address of sender for filtering. An invalid sender value will return a 200 OK response with an empty result.

emailaddress — Email address of recipient for filtering.

startindex — Starting index value (optional).

ISO 8601 format.

ISO 8601 format.



emailaddress — Email address of recipient for filtering

clicklink — The total initial clicks of a link in an email, e.g. if a recipient clicks the same link twice in an email, TotalSend will 
report only one click for that recipient.

[X-Header(s)]— custom X-Header(s) included with the original email.  Note that the system stores and displays up to 500 
characters for each X-Header value, for reporting purposes only.  X-Headers and their values are kept intact within emails that are 
processed and sent. 
NOTE: If an unknown x-header is provided, the value is ignored and not figured into limiting any results.

date – date and time when e-mail link was clicked, in ISO 8601 format.

Example Results = Success (JSON)

{
    "response": {
        "status": 200,
        "message": "OK",
        "data": {
            "clicks": [
                {
                    "xheaders": [
                    ],
                    "emailaddress": "example@totalsend.com",
                    "ip": "216.146.45.33",
                    "clicklink": "http://example.com”,
                    "count": "1"
                }
            ]
        }

GET /reports/clicks/count

Returns total number of links clicked for the specified account within a specified date range.  NOTE: When starttime and endtime values are not 
provided, they default to one month prior and the current date and time. Including a date range is highly recommended.

Parameters

apikey — Required. key of the account with the desired information.

starttime — Required. Start date/time range in full, 

endtime — Required. End date/time range in full, 

sender — Email address of sender for filtering. An invalid sender value will return a 200 OK response with a count of 0.

emailaddress — Email address of recipient for filtering.

domain — Domain of the recipient, such as “gmail.com” or “comcast.net”

[X-HeaderName] — Name of searchable custom X-header. X-header names are in the format X-[name of header]. X-header values 
are the search parameter to find in the X-header field. Be sure to url-encode the search value.
NOTE: When setting X-Header values, it is important to avoid using the greater than (<) and lesser than (>) 
symbols in your X-Header values. A valid X-Header value looks like this: “some_xheader_value_string_here”

Example Results (JSON)

{"response":{"status":200,"message":"OK","data":{"count":"5309"}}}

ISO 8601 format.

ISO 8601 format.



GET /reports/clicks/count/unique

Returns total number of unique links clicked within a specified account within a specified date range. NOTE: When starttime  and endtime  values 
are not provided, they default to one month prior and the current date and time. Including a date range is highly recommended.

Parameters

apikey  — Required. key of the account with the desired information.

starttime  — Required. Start date/time range in full, 

endtime  — Required. End date/time range in full, 

sender — Email address of sender for filtering. An invalid sender  value will return a 200 OK response with a count of 0.

emailaddress  — Email address of recipient for filtering.

domain — Domain of the recipient, such as “gmail.com” or “comcast.net”

[X-HeaderName]  — Name of searchable custom X-header. X-header names are in the format X-[name of header]. X-header values 
are the search parameter to find in the X-header field. Be sure to url-encode the search value.
NOTE: When setting X-Header values, it is important to avoid using the greater than (<) and lesser than (>) 
symbols in your X-Header values. A valid X-Header value looks like this: “some_xheader_value_string_here”

Example Results (JSON)

{"response" :{"status" :200 ,"message" :"OK" ,"data" :{"count" :"5309" }}}

GET /reports/opens

Returns a list of all email opens for the specified account within a specified date range. NOTE: When starttime  and endtime  values are not 
provided, they default to one month prior and the current date and time. Including a date range is highly recommended.

Parameters

apikey  — Required. key of the account with the desired information.

sender — Email address of sender for filtering. Must be on the current Approved Sender list.  if using a GET request, it is best 
practice to encode special characters such as the “at symbol” (@). An invalid sender  value will return a 200 OK response with an 
empty result.

domain — domain of the recipient, such as “gmail.com” or “comcast.net”.

emailaddress — Email address of recipient for filtering.

[X-HeaderName] — Name of searchable custom X-header. X-header names are in the format X-[name of header]. X-header values 
are the search parameter to find in the X-header field. Be sure to url-encode the search value.

startindex — Number indicating where to begin reporting results.

stage  — the engagement level of the recipient when they opened the email (seen, skimmed, read)

ip — IP address of the device on which the recipient opened the email.

ISO 8601 format.

ISO 8601 format.


